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INTRODUCTION 
The International Committee of the Red Cross (ICRC) is an impartial, neutral and independent organ-
ization whose exclusively humanitarian mission is to protect the lives and dignity of victims of armed 
conflict and other violence and to provide them with assistance. The ICRC is committed to preventing 
cyber security crimes on their systems and is grateful to external security researchers for their time 
and efforts in identifying technical vulnerabilities linked to the ICRC’s systems.

In appreciation of their hard work, we shall publish the names of the security researchers who submit 
successful vulnerability reports on our dedicated “Cyber Security Hall of Fame” web page: https://
www.icrc.org/en/vulnerability-disclosure. No financial awards will be made. 

This policy is intended to give security researchers guidelines for conducting vulnerability discovery 
activities and steps to report back to the ICRC. 



SCOPE
OBJECTIVES
The objective is to enhance the protection of the ICRC’s systems and data by welcoming security 
researcher’s efforts.

APPLICABILITY
This policy applies to all internet-facing services and systems hosted at the following domain:  
*.icrc.org

EXCLUSIONS
Any service not expressly listed above, such as any connected services, are excluded from the scope 
of this policy and are not authorized for testing. Additionally, vulnerabilities found in systems pro-
vided by our suppliers fall outside this policy’s scope and should be reported directly to the supplier 
in accordance with their disclosure policy (if any). 

Although we develop and maintain other internet-accessible systems or services, we ask that active 
research and testing only be conducted on the systems and services covered by the scope of this doc-
ument. If there is a particular system not in scope that you think merits testing, please contact us first 
via: www.icrc.org/en/vulnerability-disclosure.

The scope of this policy may evolve over time.

IMPLEMENTATION
The components of vulnerability discovery and tactical remediations are ongoing and key to mitigat-
ing risks. This policy supports a wider vulnerability management programme within the ICRC.

RELATED MANDATES
The ICRC offers public bug bounty programmes for system and services from time to time. Such pro-
grammes are outside the scope of this policy.



VULNERABILITY IDENTIFICATION
To find the optimal balance between the right level of security that we want to apply to our information 
systems and the resources available to triage and assess submitted vulnerability reports, only the 
following vulnerabilities fall within the scope of this policy: 

 • remote code execution (RCE)

 • local file access and manipulation (LFI, RFI, XXE, XSPA)

 • server-side request forgery (SSRF)

 • cross-site requests forgery (CSRF) with real security impact

 • code or command injections (HTML, JS, SQL, PHP, etc.)

 • cross-site scripting (XSS)

 • broken authentication and session management

 • broken access control

 • insecure direct object references

 • insecure deserialization

 • open redirects

 • horizontal and vertical privilege escalation.

Other reports, such as the vulnerabilities listed below, are outside the scope of this policy:

 • reports from automated vulnerability scanners (Nessus, Qualys, ZAP, Burp, Acunetix, Vega, 
etc.) that have not been validated manually

 • any hypothetical flaws or missing best practices

 • TLS configuration weaknesses

 • missing cookie flags

 • missing or misconfigured HTTP security headers

 • improper error handling, stack traces or path disclosure

 • information disclosure without disclosing sensitive data.

The following test methods are strictly prohibited:

 • denial-of-service (DoS) or distributed denial-of-service (DDoS) attacks, or any other attacks 
that impair access to or damage a system or data

 • physical testing (e.g. office access, open doors, tailgating), social engineering (e.g. phishing, 
vishing), or any other non-technical vulnerability testing.



REPORTING A VULNERABILITY
When identifying a vulnerability that matches the previously described criteria, you are requested to 
report it as soon as possible using the online form at www.icrc.org/en/vulnerability-disclosure.

 • If you share contact information, we will acknowledge receipt of your report within five 
working days.

 • We will confirm the existence of the vulnerability to you, subject to capacity, and be as 
transparent as possible about what steps we are taking during the remediation process, 
including issues or challenges that may delay resolution.

 • Once the vulnerability has been validated and remediated, the security researcher will be 
acknowledged unless they wish to remain anonymous and listed (at their own discretion) on 
the Hall of Fame web page with a short description of the vulnerability reported.

To support the security team’s efforts to efficiently triage and prioritize submissions, we recommend 
that your report includes:

 • the location the vulnerability was discovered and the potential impact of exploitation

 • a detailed description of the steps needed to reproduce the vulnerability (proof of concept 
scripts, screenshots, etc.)

 • an English-language translation. 

By reporting a vulnerability, you commit to:

 • the non-disclosure of sensitive information to third parties until the vulnerability is remediated

 • delete any sensitive ICRC data you might have gathered and saved once you are notified that 
the report is closed

 • avoid privacy violations, degradation of user experience, disruption to production systems and 
destruction or manipulation of data

 • use exploits only to the extent necessary to confirm a vulnerability’s presence – you must not 
use an exploit to compromise or exfiltrate data, establish persistent command line access, or 
pivot to other systems

 • provide us with at least 120 days to remediate the issue before public disclosure

 • refrain from submitting a high volume of low-quality reports.

The validity of a vulnerability will be determined at the sole discretion of the ICRC’s information 
security team.



APPENDIX
GLOSSARY

TERM DEFINITION

Security researcher The security researcher facilitates responsible disclosure of security 

vulnerabilities to help organizations fight against them.

Vulnerability A vulnerability is a weakness in an information system, system 

security procedure, internal control or operation that can be exploited 

by cybercriminals to gain unauthorized access to a computer system.

DOCUMENT HISTORY

VERSION RELEASE DATE CHANGE SUMMARY

1.0 25/02/2022 First release



The ICRC helps people around the world affected by armed conflict and other violence, doing 
everything it can to protect their lives and dignity and to relieve their suffering, often with its  
Red Cross and Red Crescent partners. The organization also seeks to prevent hardship by promoting 
and strengthening humanitarian law and championing universal humanitarian principles.
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ICRC Regional delegation in Belgrade
19th Avenue Vladimira Popovica 38-40
11070 New Belgrade, Serbia
Tel: (+381) 11 228 55 45

ICRC Delegation in Ukraine
6 Chervonoarmiyska St, building 0
Kiev 01004, Ukraine
Tel: (+380) 067 509 42 06

ICRC Somali Delegation
Denis Pritt Road
P.O. Box 73226-00200
Nairobi-Kenya
Tel. + 254 20 2719 301
somalia@icrc.org

ICRC Mogadishu Office
Wadjir District, Buulo Hubey Quarters
P.O. BOX 700
Mogadishu, Somalia
Email: mog_mogadiscio@icrc.org

ICRC Garowe Office
1st AUGUST Village
Behind Mire Aware Football Stadium
Garowe District, Nugal Region
Puntland State - Somalia
Email:gar_garowe@icrc.org

ICRC Baidoa Office
Behind Somaphone tower
Mogadishu - Baidoa road
Email: bad_baidoa@icrc.org
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