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INTRODUCTION

1 For the purpose of this document, digital risk encompasses situations where individuals may be harmed (physically, 
socially, economically, psychologically) owing to the use of digital technologies. Such situations include, for example, 
cyber attacks that target life-saving infrastructure and communications systems, exploitation of personal data,  
digital surveillance, profiling, irresponsible use of emerging technologies, harmful spread of information  
on digital platforms, etc.

2 Evidence of this trend is increasingly reported in the global independent media; researched by think-tanks, armed 
forces and others; and reflected in states’ cyber strategies. See, for example: “The Weaponisation of Information is 
Mutating at Alarming Speed”, Sophia Ignatidou, The Guardian, 19 August 2019; P. Singer and T. Brooking,  
“What Clausewitz Can Teach Us about War on Social Media”, Foreign Affairs, 2018; Memes that Kill: The Future  
of Information Warfare, CB Insights, Research Brief, 10 May 2018; Disinformation that Kills: The Expanding Battlefield 
and Digital Warfare, CB Insights, Research Brief, 3 May, 2018; the UK government’s “Online Harms White Paper”, 
a joint publication of the Department for Digital, Culture, Media & Sport and the Home Office, April 2019; J. Prier, 
“Commanding the Trend: Social Media as Information Warfare”, Strategic Studies Quarterly, 11(4), 2017, pp. 50–85. 

3 See the glossary in Annex 1, which defines each of these key terms.
4 State authorities and armed groups have used digital tools and methods to distort facts, avoid accountability  

or undermine the work of humanitarian organizations (e.g. see the coordinated disinformation campaigns against  
the White Helmets in Syria). Meanwhile, politically motivated actors and extremist groups have exploited digital media 
to spread incendiary rhetoric (e.g. through rumours, cyber hate speech and dangerous discourse), whether  
to undermine social cohesion or incite intercommunal violence.

“Protecting people” affected by armed conflict and other situations of violence, i.e. conducting activities 

on behalf of those entitled to protection under international humanitarian law (IHL), is at the heart of the 

International Committee of the Red Cross (ICRC) mandate. Throughout its history, the ICRC has had to adapt 
to new types of conflict and forms of violence, as well as new weapons and means of warfare. It has had to 
continuously adjust its activities and methods to respond to the changing needs of the different categories 
of people affected by the consequences of war and violence. This has led to the emergence of new activities, 
as well as continuous reflection and engagement on the development and application of IHL, humanitarian 
policies and programmes, and operational standards. 

Digital technologies – how they are being used, by and against whom – are among the “new” realities that 

the organization has had to factor into the design of its humanitarian response. While these technologies 
can improve the lives of individuals and communities affected by war and violence, and facilitate the efforts 
of the humanitarian organizations working to protect and help them, they can also create new vulnerabilities 
or exacerbate existing ones. This phenomenon and its negative effects are sometimes referred to as “digital 
risks”.1  

One of the main types of digital risk with which the ICRC is concerned today is the growing use of digi-

tal technologies that amplify the spread of harmful information in places affected by war and violence.2 
The spread of harmful rumours, misinformation, disinformation, hate speech and propaganda3 online is an 
increasing challenge in the countries in which the ICRC works. While these phenomena are not new, the use of 
technologies in their dissemination has a considerable impact on the scale and speed at which such informa-
tion reaches multiple target audiences online, and the effect it has on them. This is particularly concerning in 
crisis settings, where information can influence dynamics and behaviour on the ground, as well as the types 
of risks and vulnerabilities that the communities and humanitarian responders involved have to address.4 

The online spread of these phenomena is sometimes referred to as the “weaponization of information”. 

This term is, however, problematic for the ICRC, because, legally speaking, “harmful information” does not 
qualify as a means of warfare, and misinformation, disinformation and hate speech do not qualify as weapons 
to which specific rules of IHL apply. For the purpose of this document, the concepts of “misinformation, 
disinformation and hate speech” (henceforth, referred to collectively as MDH) are used to refer to the most 
prominent types of “weaponized” information.

InTRoDuCTIon 5

http://www.theguardian.com/commentisfree/2019/aug/19/weaponisation-of-information-mutating-privacy
http://www.theguardian.com/commentisfree/2019/aug/19/weaponisation-of-information-mutating-privacy
http://www.foreignaffairs.com/articles/2018-10-04/what-clausewitz-can-teach-us-about-war-social-media
https://www.linkedin.com/pulse/memes-kill-future-information-warfare-william-altman/
https://www.linkedin.com/pulse/memes-kill-future-information-warfare-william-altman/
http://www.cbinsights.com/research/future-of-information-warfare
http://www.cbinsights.com/research/future-of-information-warfare
http://www.jstor.org/stable/26271634
https://graphika.com/case_studies/disinformation-detection--analysis/
https://graphika.com/case_studies/disinformation-detection--analysis/
https://app.icrc.org/discover-icrc/6-protection.html
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The ICRC’s work on MDH is grounded in its mandate to protect and assist populations affected by armed 
conflict and other violence. As conflicts evolve, the ICRC needs to understand the different ways in which 
changing sources and dynamics of harm can affect people, with a view to delivering more meaningful and 
effective humanitarian responses. This effort also reflects a key priority of the ICRC Strategy 2019–2022, 
in line with the organization’s ambition to “influence behaviour to prevent violations of IHL and allevi-
ate human suffering”, and to use and manage digital technologies to deliver more effective humanitarian 
solutions. 

In the wake of its 2018 Symposium on Digital Risks, the ICRC launched an initial round of research in 2019 
on the online aspects of MDH.5 The research was carried out in Ethiopia and Sri Lanka, and relied on existing 
knowledge of the phenomena. It focused on understanding the challenges and barriers faced by ICRC teams 
in detecting, assessing and potentially responding to MDH. 

The present document builds on this research and on existing literature.6 First, it proposes a working def-
inition of what MDH are and how they can be framed conceptually (Section 1). It then explains why MDH is 
of such significant concern to the ICRC and the wider humanitarian sector (Section 2). Next, it outlines the 
key challenges and barriers faced by ICRC staff in detecting, assessing and responding to MDH (Section 3). 
Finally, it offers recommendations and suggests possible actions for addressing these challenges (Section 4). 

This document shares the ICRC’s initial findings and perspectives on MDH, with the aim of building aware-
ness of their implications in armed conflict and supporting informed dialogue and collaboration between 
humanitarian organizations and other relevant stakeholders in government, academia, civil society and the 
private sector. While the ICRC was the focus of the research, and thus of the findings and recommendations 
presented in this document, its content is likely to be useful or applicable to other humanitarian organiza-
tions. Sharing these findings and perspectives should help foster greater awareness, openness and transpar-
ency among practitioners and researchers, and help facilitate the next stages of research and humanitarian 
practice. 

5 This phase of the research was conducted by Delphine van Solinge and Mark Silverman of the ICRC, together  
with external consultants Joseph Guay and Lisa Rudnick. The initial, internal, report from which this document draws 
was drafted by Guay and Rudnick. Annex II provides an overview of the methodology used to conduct this research.

6 The bibliography used for the field research and for this document is part of a 2019 report published by Mercy Corps 
and co-authored by Joseph Guay, entitled The Weaponization of Social Media: How social media can spark violence  
and what can be done about it. It contains the full bibliography for this report and is available at:  
https://www.mercycorps.org/research-resources/weaponization-social-media. 

https://www.icrc.org/en/publication/4354-icrc-strategy-2019-2022
https://www.icrc.org/en/publication/4354-icrc-strategy-2019-2022
https://www.icrc.org/en/publication/4403-symposium-report-digital-risks-armed-conflicts
https://collab.ext.icrc.org/sites/TS_PROT/Activities/CIVILIANS_IN_GENERAL/Digital_Risks/Weaponization of Information/Public and Internal Doc/Harmful Information Online_key operational for the ICRC_Draft report 2020.docx#Mis_Dis_and_Hate_Speech
https://collab.ext.icrc.org/sites/TS_PROT/Activities/CIVILIANS_IN_GENERAL/Digital_Risks/Weaponization of Information/Public and Internal Doc/Harmful Information Online_key operational for the ICRC_Draft report 2020.docx#Why MDH is an area of concern for the ICRC
https://collab.ext.icrc.org/sites/TS_PROT/Activities/CIVILIANS_IN_GENERAL/Digital_Risks/Weaponization of Information/Public and Internal Doc/Harmful Information Online_key operational for the ICRC_Draft report 2020.docx#Key barriers and challenges faced by ICRC staff in the field
https://collab.ext.icrc.org/sites/TS_PROT/Activities/CIVILIANS_IN_GENERAL/Digital_Risks/Weaponization of Information/Public and Internal Doc/Harmful Information Online_key operational for the ICRC_Draft report 2020.docx#Steps to start addressing MDH
https://www.mercycorps.org/research-resources/weaponization-social-media
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MISINFORMATION, 
DISINFORMATION AND HATE SPEECH

WHAT DO WE MEAN BY “MDH”? 

7 Humanitarian consequences can refer to displacements; death; disappearance; loss or destruction of property;  
loss of income; physical, mental/psychological and social harm or injury; stigmatization; family separation;  
or denial of access to services (education, health, shelter, food). Humanitarian consequences can also be the creation 
or exacerbation of existing needs for humanitarian assistance, namely shelter, food and other items, medical care, 
psychological and psychosocial support, economic support, access to services, access to timely and locally relevant 
information, legal advice and support, or access to the internet.

8 The practical guide to MDH for ICRC staff was finalized in October 2020. It aims to address some of the challenges 
mentioned by staff during the research. It is, for the moment, an internal resource for the ICRC. 

MDH is an umbrella term that can include, but is not limited to: misinformation, disinformation, hate speech, 
as well as information operations, mal-information and propaganda (see Annex I for definitions and ex amples 
of each). They can occur both through digital (online) and non-digital (offline) means. While these phenom-
ena have always existed, their online manifestations have ushered in a new set of challenges and potential 
harms. 

For the ICRC, the manifestation of online MDH in countries affected by conflict is causing the alarm bell to 
ring ever louder. Often, it indicates a new or increased risk to the safety, well-being and sense of dignity 
of civilian populations (and of humanitarian staff and volunteers).7 This “potential” for harm is enabled 
through the spread of harmful information and can be exacerbated by underlying social, cultural and histor-
ical dynamics, such as inequality and discrimination; inadequate governance; people’s lack of education or 
digital literacy; or degraded/altered information ecosystems. 

KEY TERMINOLOGY WITH EXAMPLES
The following examples from the ICRC’s practical guide to MDH8 for field teams provide simple working 
definitions for different types of MDH and identify the potential humanitarian consequences that may derive 
from them. 

Misinformation: False information that is unintentionally spread by individuals who believe the infor-
mation is true or who have not taken the time to verify it. Misinformation can be spread via rumours (see 
definition below), a series of social media posts, etc.

Example: A humanitarian worker pays a street vendor for a bottle of water. A passerby sees the humanitarian 
worker handing the money over but does not see the bottle of water. The passerby also knows that this street 
vendor is known to have connections with an armed group present in the area and sells narcotics on its behalf. 
They take a picture and send it to their peers. The word spreads that humanitarian workers are engaging with 
drug vendors that are associated with an armed group. 

Humanitarian consequences: The deteriorating reputation of humanitarian workers leads to some humanitar-
ian staff being harassed and attacked. Some are accused of supporting the armed group and threatened with 
– or face – imprisonment. Eventually, the organization is asked to leave the country, and all the essential 
services it had been providing to the community cease.
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Disinformation: Intentionally false information that is fabricated and/or disseminated with malicious 
intent. This can include terms such as propaganda and “information operations”.

Example: An armed group wants exclusive access to a specific water point. It goes online and finds old pic-
tures of people who have suffered from water poisoning. It edits and then shares these pictures on social 
media and through messaging apps, stating that these are present-day pictures, proving that the water point 
has been poisoned and should be abandoned. 

Humanitarian consequences: Local community members abandon the water point, but are now forced to ration 
– and, sometimes, fight over – water from other sources. Some decide to travel further out in order to get 
water, exposing themselves to attacks and harassment en route. All of this exacerbates tensions within the 
community, and leads to hygiene and health problems, particularly among the most vulnerable. 

Mal-information: Information that is true but is spread with the intent to cause harm (for example, to taint 
someone’s reputation or play on existing social tensions).

Example: After ten years of conflict, a ceasefire is negotiated between two parties to an armed conflict and 
a peace process initiated. National elections are organized. Just before the run-off vote, one party releases 
graphic images on social media of combatants and civilians who were wounded and killed in the course of 
the war. The images are considered as genuine, but the timing of their release was designed to cause max-
imum harm to the opposing party by tapping into people’s emotions. The images exacerbate social tensions 
between supporters of either side.

Humanitarian consequences: Various threats of violence are made online, leading many to question whether 
the elections will even be held. Acts of violence start to occur on the ground, leading to harm and destruction 
of civilian property.

Rumours: Information that is rapidly passed on from one person to another, often without being verified. 
Rumours may have started off as instances of misinformation or disinformation. What sets them apart is 
how widespread they become, making it impossible to trace and verify a source in order to assess credibility.

Example: People in a detention facility believe that the water that they are given to drink contains tranquil-
lizers. All newcomers are immediately informed of this, but no one knows where the information came from 
in the first place. 

Humanitarian consequences: Detainees attempt to minimize the amount of water they drink, leading some 
to develop health issues. As a growing number of detainees is hospitalized, others start a riot. Prison staff 
retaliate with great violence, leading to a number of injuries, some of them severe and even life-threatening.

Propaganda: Information, often inaccurate or misleading, that is used to promote a particular point of view 
or influence a target audience. Propaganda may contain some elements of truth, but presents them in a 
biased manner, with the intent to damage the credibility or reputation of an “enemy” or opposing side. When 
propaganda is facilitated by the use of digital advertising, social media algorithms or other exploitative strat-
egies, it is known as computational propaganda. Propaganda can also be used to target, recruit, radicalize 
and coordinate operations among potential supporters of extremist causes. This can be referred to as online 
radicalization and recruitment.

Example: An extremist group makes use of social media algorithms to identify groups on social media that 
support similar – but less extreme – causes to theirs. They monitor the activity of different members in 
this group. They may start to engage with them, especially those members who seem particularly open to 
persuasion or inclined to take a more extreme stance on this cause. This engagement may include sharing 
pro-extremist material (including disinformation or hate speech); inviting the targeted members to other, 
more extreme platforms, forums or echo chambers; and advertising false advantages to joining the group. 
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Humanitarian consequences: People who are susceptible to the extremist group’s recruitment campaign may 
start to perpetrate violence in their own communities, harassing or attacking people who challenge their 
beliefs. Some people might join the group, grow disillusioned and return, only to face stigmatization and 
discrimination from their peers and relatives, causing mental distress. The group might also play on some 
people’s vulnerabilities, such as financial or psychological fragility, which could be exacerbated during the 
radicalization or recruitment phase.

Hate speech: All forms of expression (text, images, audio, video) that spread, incite, promote or justify 
hatred and violence based on intolerance, usually against identity traits (gender, religion, ethnicity, sexual 
orientation, etc.). Hate speech can contain a mix of misinformation, disinformation and rumours that are 
exploited by the perpetrators. Hate speech uses analogue and digital communication systems to drive in-group/
out-group tensions,9 and trigger violence against members of another identity-based group.10 

Example: Members of a religious minority have been accused of organized crime. Various speeches and 
printed caricatures have depicted them as born criminals to be eliminated or driven from the country, includ-
ing through violent means (hate speech). Manipulated images and videos that depict violence against mem-
bers of this minority have been shared online, alongside a list of the neighbourhoods in which they tend to 
live (digital hate speech). 

Humanitarian consequences: Members of this religious minority start to be harassed, then physically attacked, 
in their own neighbourhoods. A growing number of businesses decides to bar them from entering their stores 
or offices. Some members are even arbitrarily detained on fraudulent charges in order to quell popular out-
rage. As a result, some members decide to flee the country. All fear for their safety and that of their families.

DIFFERENCES AND SIMILARITIES ACROSS DIFFERENT TYPES OF MDH 
Different kinds of MDH phenomena have been documented in humanitarian environments.11 Broadly speak-
ing, they can be distinguished based on: (a) who is involved in their propagation and why; (b) the content 
and what strategies, tactics and tools are used to propagate them; (c) the specific characteristics of the host 
context; and (d) the impact on the different categories of people affected.

Common aspects shared by MDH phenomena include: 

 • Pervasive and non-localized. In the digital age, every connected individual can consume, create  
and share content, including MDH. This content can spread beyond geographical borders and across 
multiple audiences, as illustrated by the pervasive and global nature of the “infodemic”12 around  
the COVID-19 pandemic. This “growing availability” trend also extends to malware,13 many types  
of which can be procured at relatively low prices.

 • Harder to detect or verify. The increasing speed and volume of news and information circulating  
in any given network at any given time is making it more challenging to detect and verify information.

Also, while awareness-raising and better monitoring have led to significant improvements in detection and 
verification, at the same time, technological progress is enabling MDH perpetrators to adjust and adopt 
innovative techniques, to which the response is often, at best, one step behind.

9 Hate speech tends to divide society into two groups – the out-group (usually, the target of the hate speech, whose 
members are deemed “unworthy” or “unwanted” in society) and the in-group (usually, the group that hate speech seeks 
to influence and mobilize, whose members are often made to feel that the out-group poses an existential threat to them).

10 Hate speech that is combined with virulent rumours (unverified information that is rapidly passed on from one person 
to another) and misinformation (the spreading of unintentionally false information by individuals who believe  
the information to be true) has a special capacity to cause harm in fragile contexts.

11 See Joseph Guay and Stephen Gray, “Weaponized Social Media: Implications for Non-Profit Organizations”,  
the Do No Digital Harm Initiative & Mercy Corps, 2019.

12 See this article from the WHO or this one from the UN.
13 Malware refers to software programs designed to damage or initiate other unwanted actions on a computer system. 

Common examples of malware include viruses, worms, trojan horses and spyware (https://techterms.com/definition/
malware)

https://www.who.int/news/item/11-12-2020-call-for-action-managing-the-infodemic
https://www.un.org/en/un-coronavirus-communications-team/un-tackling-%E2%80%98infodemic%E2%80%99-misinformation-and-cybercrime-covid-19
https://techterms.com/definition/virus
https://techterms.com/definition/worm
https://techterms.com/definition/trojanhorse
https://techterms.com/definition/spyware
https://techterms.com/definition/malware
https://techterms.com/definition/malware
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WHAT MAKES MDH DIFFERENT FROM ORDINARY RUMOURS, ETC.?
Rumours, misinformation, disinformation, etc. have always been around and have been spread through vari-
ous information and communication systems (print media, radio, television) to influence people, sometimes 
towards violence. The role of Radio Télévision Libre des Mille Collines (RTLM) in propagating hate speech 
before and during the 1994 genocide in Rwanda is a case in point.

However, the digitalization of the information environment has accelerated and amplified the means by, 
and speed and scale at which information can spread, resonate with and influence different audiences. High 
internet speed and availability; social media’s omnipresence; the use of algorithms and artificial intelligence 
to “optimize” user experiences; and extensive, unregulated, easy-to-access digital environments are all 
factors that, in conjunction with traditional media and information flows, make MDH more pervasive and 
powerful than ever. 

MDH also illustrate the presence of new, unconventional, anonymous and/or non-local actors in conflict and 
humanitarian ecosystems. These may include various segments of society that do not fall into any traditional 
category of conflict actor, such as tech companies, the private sector or digital influencers. Each can play 
different roles in propagating information, raising questions as to their respective responsibilities to prevent, 
mitigate and respond to MDH. 

In summary, while MDH are not new, and not necessarily illegal per se,14 in situations of conflict or other 
violence, they can lead or contribute to serious humanitarian problems – as illustrated by the alleged role 
of Facebook in communitarian violence in Sri Lanka. To ensure a comprehensive response for the people 
affected, humanitarian activities in favour of those entitled to protection under IHL (hereafter, referred to as 
protection activities) need to take account of the dynamics of the digital space.

14 However, it is worth noting that some countries have recently introduced new laws against “fake news” that impose 
sanctions and penalties, including jail time.

15 Developed by Joseph Guay, elucidated in Joseph Guay and Stephen Gray, “Weaponized Social Media: Implications  
for Non-Profit Organizations”, the Do No Digital Harm Initiative & Mercy Corps, 2019.

FRAMEWORK FOR ANALYSING MDH
MDH do not happen “on their own”. Several factors influence how MDH unfold in a given context and lead to 
violence and/or humanitarian consequences. The following framework15 looks at the environmental factors 
that influence the spread and uptake of MDH. 

 • Foundations for MDH: These are the environmental conditions that make a particular context more  
(or less) susceptible to the spread of MDH that may contribute to humanitarian concerns – for example, 
pre-existing social tensions, low levels of digital literacy, lack of trust or transparency in mainstream 
media. Foundations can help answer the question: why would MDH be able to take hold in this context?

 • Pathways for MDH: These are the ways in which the spread of MDH unfolds in a particular context.  
The spread of MDH can occur along these pathways intentionally, unintentionally or a combination  
of both, and usually relies on the specific nature of the information ecosystems in each context.  
For example, a disinformation campaign will make sure to spread content on the most popular 
platforms and target the most susceptible audiences. Pathways can help answer the question: how would 
MDH be able to take hold in this context?

 • Signals of MDH: These are the indicators, symptoms or early warning signs that MDH pathways  
may be active in a particular context. For example, the use of fake or automated accounts to boost  
the spread of hateful content, the timing of certain campaigns around significant events and, ultimately, 
a rise in humanitarian consequences. Signals can help answer the question: how do you know MDH are 
taking place?

https://www.lemonde.fr/afrique/article/2019/04/08/au-rwanda-les-funestes-echos-de-la-radio-des-mille-collines_5447242_3212.html
https://www.nytimes.com/2018/04/21/world/asia/facebook-sri-lanka-riots.html
https://www.reuters.com/article/us-singapore-politics-fakenews-factbox/factbox-fake-news-laws-around-the-world-idUSKCN1RE0XN
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WHY MDH ARE AN AREA  
OF CONCERN FOR  
THE HUMANITARIAN COMMUNITY

16 Physical injuries due to violent acts/events, unlawful killings and arbitrary arrests, the destruction of civilian property, 
displacement, psychosocial trauma and needs for humanitarian assistance that are not being met.

17 Article 51(2) of Protocol I additional to the Geneva Conventions; Article 13(2) of Protocol II additional to the Geneva 
Conventions; ICRC commentary on Rule 2 of customary IHL.

18 Article 1 common to the Geneva Conventions; ICRC commentary on Rule 144 of customary IHL. See also ICRC, 
Commentary on the Third Geneva Convention, Cambridge University Press, 2020, para. 191 (“Pursuant to common 
Article 1, the High Contracting Parties … may neither encourage, nor aid or assist in violations of the Conventions.”).

19 Article 20(2).
20 See UN Human Rights Committee, General Comment No. 31: The Nature of the General Legal Obligation Imposed on States 

Parties to the Covenant, 26 May 2004, para. 8.
21 Article 25(3)(e) Rome Statute of the International Criminal Court; Article III(c) Genocide Convention.
22 See this article here.

While the role and influence of MDH on conflict dynamics and volatile environments are evolving all the time, 
there are at least three reasons why MDH are relevant to humanitarian analysis and responses. 

First, MDH can contribute directly or indirectly to humanitarian consequences affecting civilian populations. 
MDH can contribute to physical harm – for example, when hate speech calls for violence against a minority 
group. It can also contribute to psychological and social harm through online/offline harassment, defamation 
and intimidation (phenomena that can, in turn, lead to isolation or displacement). MDH can also increase 
individuals’ exposure to other risks and vulnerabilities. For example, if displaced people in need of humani-
tarian assistance are given intentionally misleading information about life-saving services and resources, 
they can be misdirected away from help and towards harm. While causal relationships are inherently difficult 
to demonstrate, these phenomena are recognized as increasingly influential, including because of the poten-
t ial ways in which they can contribute to consequences that humanitarian protection activities are primarily 
designed to address.16

Second, certain uses of MDH can violate international humanitarian law and other rules of international 

law. Under IHL, the use of propaganda, mis- or disinformation during armed conflict is not necessarily pro-
hibited. However, certain forms of MDH can violate specific IHL rules. For instance, IHL prohibits “acts or 

threats of violence, the primary purpose of which is to spread terror among the civilian population”. This means that 
MDH that threaten violence are prohibited if it can be shown that the primary purpose of such activities is to 
spread terror among the civilian population.17 Parties to armed conflict are also prohibited from encouraging 
violations of IHL, including through MDH.18 Moreover, some forms of MDH will trigger states’ responsi-
bilities under international human rights law, which continues to apply during armed conflicts and other 
violence. For instance, under the International Covenant on Civil and Political Rights, states are required to 
prohibit “any advocacy of national, racial or religious hatred that constitutes incitement to discrimination, hostility 

or violence”.19 This rule must be understood as requiring states to prohibit certain forms of MDH, in line with 
their positive obligation to protect everyone within their jurisdiction against human rights abuses committed 
by private actors (individuals, groups, companies, etc.).20 The most extreme cases of MDH may also amount 
to an international crime, such as the crime of inciting genocide.21 However, violations relating to MDH also 
raise questions around accountability and attribution of responsibility, which can be very difficult to demon-
strate in the digital space. Additionally, sources of soft law, such as the United Nations Guiding Principles on 
Business and Human Rights, can offer an additional and potentially useful prism through which to consider 
the role and responsibilities of private companies in preventing, mitigating and responding to MDH and their 
humanitarian consequences.22

http://opiniojuris.org/2021/03/25/on-facebooks-commitment-to-human-rights-and-the-right-to-a-remedy-for-the-rohingya/
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Third, MDH can have an impact on the acceptance and security of humanitarian organizations. False and 
manipulated information can cause reputational damage, erode trust and undermine acceptance within com-
munities of humanitarian organizations. This can then have negative consequences on the organizations’ 
operational capacities, potentially leaving the needs of people affected by armed conflict or other violence 
unmet. Moreover, MDH can lead to security issues in the form of threats or attacks against humanitarian 

staff and medical workers. For example, an organization or its employees can become the target of mis-
information or intentionally defamatory social media campaigns. Such online attacks can be planned and 
promoted by people with a political agenda, or they can unfold in a more organic manner – for instance, as 
the result of a misunderstanding or serious discontent with the behaviour of, or service or response provided 
by a humanitarian organization. 

For these reasons, MDH are of increasing concern to the ICRC, the International Red Cross and Red Crescent 
Movement, and other humanitarian organizations. Better detection of how and when MDH happen and how 
they can affect civilian populations and humanitarian organizations can help improve risk analysis, which, 
in turn, can inform the design of activities to provide humanitarian assistance and, ultimately, maximize the 
quality and relevance of humanitarian responses.
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KEY BARRIERS AND CHALLENGES 
FACED BY ICRC23 STAFF 

23 As stated in the Introduction, the research and thus the findings presented here focus on ICRC staff, but it is believed 
that the findings may be generally applicable, or at least of interest, to other humanitarian organizations. 

24 See Enhancing Protection, pp. 15–16. 

While MDH are increasingly seen as sources of concern in the humanitarian sector, there is, to date, only 
limited knowledge and guidance regarding how to address and respond to them in humanitarian practice. 
Because of the technological dimensions, which are constantly changing and developing, there is limited 
experience and evidence to build on, and more applied knowledge and expertise are needed to be able to 
design guidance. In the absence of guidance on the operational relevance of MDH, staff are unsure how to 
incorporate consideration and analysis of MDH into their work, how related activities fit into their roles and 
responsibilities, and what skills and capacities are needed to ensure relevant responses.

CHALLENGES IN DETECTING ONLINE MDH
Integrating MDH into protection-related analysis and response is about considering the dynamics at play 
in the digital environment when assessing people’s needs. This means humanitarian staff need to be able to 
recognize online MDH in their context and analyse the implications in the physical world. This requires them 
to understand not only what MDH are but also how MDH foundations, pathways and signals interact with 
one another, how the physical and online spaces are increasingly interconnected, and how this can give rise 
to different forms of protection-related concerns. 

A challenge is that humanitarian practitioners do not, in general, have an in-depth understanding of the 
role and functioning of digital technologies, specifically in relation to MDH. While some individuals are more 
tech-savvy than others – either because of their function in the organization (e.g. information and commu-
nication technology engineers) or because of personal interest – in general, knowledge is uneven or insuffi-
cient. As a result, most humanitarian staff may find it challenging to recognize MDH in a given context, how 
it would relate to different aspects of the organization’s mission, where to look for instances of MDH, how to 
monitor the different sources of harm and what is the likely need for humanitarian assistance that may derive 
from them. Staff may also find it difficult to determine how much time and resources they should allocate to 
detecting or analysing MDH trends in their context, compared with their “traditional” protection activities.  

CHALLENGES IN ASSESSING MDH
Assessing how different kinds of dynamics may lead to harm is central to conventional protection activities. 
This includes developing a sound understanding of the violations and abuses committed, the rationale and 
perpetrators behind them, and the direct and indirect humanitarian consequences they may create.24 In the 
case of MDH, this means humanitarian staff need to be able to detect relevant occurrences and analyse them, 
to inform protection objectives and procedures. 

An initial challenge is the lack of data and analysis to help explain the relationship between online MDH and 
the actual humanitarian consequences on the ground. Equally lacking are reference documents for humani-
tarian workers on how the conditions, features and drivers of MDH interact with conventional conflict 
dynamics to generate specific protection problems for and needs among people.

For example, if an airstrike is launched on a village, it is relatively clear what caused what and how it led to 
civilian injury, displacement or death. Based on the information collected from credible sources, relevant 

https://www.icrc.org/en/publication/0956-enhancing-protection-civilians-armed-conflict-and-other-situations-violence
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applicable law and humanitarian concerns, the ICRC or another humanitarian organization can, for ex  ample, 
develop practical recommendations for the parties concerned, to support compliance and accountability 
efforts, and prevent future harm. In the case of MDH, however, linking humanitarian consequences to what 
happens on digital social media platforms isn’t so clear-cut and there is relatively little research illustrating 
the direct impact of MDH on people in conflict environments.

A second challenge lies in determining who the perpetrators or unwitting facilitators in different MDH 
instances are. An approach that focuses too narrowly on traditional actors may overlook the role that new 
and/or unconventional actors (such as tech companies, the private sector, social media platforms, influencers 
and users) may play in relation to instances of MDH and the risk and harm to which they may contribute.

A third challenge is the way in which information is collected and analysed for different purposes (e.g. pro-
tection, assistance, communication). Most collection efforts will yield important and useful data to inform 
and support humanitarian responses. However, without a clear strategy, guidance, training and tools to 
promote and support a common and joined-up approach, assessment of the potential humanitarian conse-
quences of MDH will remain incomplete. This can create blind spots around changing environmental condi-
tions and patterns of violence, and thus affect the depth and the accuracy of the assessment and response.  

25 In the literature, and as stated by the UN secretary-general, one of the recommended ways to address the spread  
of harmful information is by creating a counter-narrative. Such a counter-narrative would, however, inherently put  
an organization in a non-neutral position in the eyes of the actors in a conflict zone. Sacrificing neutrality to respond 
to a new and evolving conflict dynamic is not going to be a viable option for an organization like the ICRC. 

CHALLENGES IN RESPONDING TO MDH
The challenges in detecting and assessing MDH make it difficult to determine the most appropriate response 
to these phenomena. There are such questions as: do MDH align with the core mandate and priorities of the 
organization? What kinds of technical expertise are required to build or support a MDH-related response? 
What type of action could be envisaged to ensure that protection concerns relating to MDH can be effectively 
taken up and discussed with the relevant stakeholders, both traditional and non-traditional (e.g. technology 
companies)?

Broadly speaking, the ICRC identified three areas of uncertainty when it comes to developing an appropriate 
humanitarian response to MDH:

 • How to justify a response: The lack of guidance or strategy on MDH creates doubts as to whether such 
issues should be addressed by the organization and, if so, what justifications or arguments should be 
used in favour of doing so. 

 • How to evaluate the need for a response: It is challenging to demonstrate and evaluate the scope, 
severity and frequency of MDH-related consequences and associated vulnerabilities for people  
who may be affected by them. The lack of certainty regarding the kinds of metrics, indicators  
and criteria that should be used to help calculate the degree of exposure, and regarding the likelihood  
or potential severity of adverse digital events further complicates the processes of evaluating the need 
for a response and deciding on the level of priority to afford it, in comparison with other humanitarian 
and protection-related needs.

 • How to select the kinds of responses to develop or implement: The lack of empirical evidence  
on and analysis of occurrences of MDH in places affected by war and violence makes it more difficult  
to identify the best ways to address instances of MDH, determine whether in-house expertise  
is sufficient or not, or consider the extent to which responses to MDH can have an impact.25 

These three areas of uncertainty reflect specific practical questions and barriers relating to incorporating 
consideration of MDH into humanitarian and protection responses. 
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RECOMMENDATIONS ON HOW  
TO START ADDRESSING MDH
Having a clearer understanding of the main barriers to and challenges in incorporating consideration of MDH 
into humanitarian protection activities makes it easier to identify potential ways to address them, at both 
operational and policy levels. 

As in any other domain, it is important to prioritize key challenges and to sequence elements of responses in 
a gradual and iterative manner. This includes having a clear set of criteria for carrying out this work (cover-
ing, for example, costs, time, human resources, capacity to adapt to change, incentives, political support, 
urgency, importance) that reflect the views and incentives of multiple relevant actors. 

Incorporating consideration of MDH into existing approaches and activities, rather than addressing it in iso-
lation, would eventually strengthen understanding of the humanitarian environment and security risk evalu-
ation, and inform analysis of the wider concerns around the protection needs of civilians. Such knowledge 
can then be used to adapt the organization’s network, security set-up and operational responses, including 
its humanitarian dialogue with relevant stakeholders.  

This last section provides initial recommendations to help humanitarian organizations start incorporating 
consideration of MDH into their operations.

… IN THE SHORT-TO-MEDIUM TERM
While guidance, tools, skills and policy are being developed – a process that takes some time – other steps 
can be taken in the meantime. Discussions and exchanges among and within humanitarian organizations 
need to be promoted to raise awareness, share experiences and address doubts/questions, including with 
regard to security and image. 

Humanitarian practitioners and protection teams can then be encouraged to: 

 • update their stakeholder mapping and analysis to include actors that can exert an influence on the spread 
and dynamics of MDH. This can be accompanied by an information ecosystem assessment (IEA), ideally 
led by a multidisciplinary team and conducted through partnerships with other organizations  
(for example, news and/or fact-checking organizations).

 • map relevant information needs regarding MDH across different domains of expertise  
(such as protection, assistance, communication and security). This needs to be accompanied by a review 
of current activities to scan the information environment – which can include news, social media  
and other sources, such as dialogue and engagement with the people and communities affected – with 
the new IEA in mind.

 • assign clear roles and responsibilities to those who will be monitoring and documenting MDH,  
and clarify where the information will be recorded and how it will be shared among teams. 

These steps should ensure that (i) the priority areas to track (including, if relevant, MDH) are clear; (ii) there 
are adequate resources and tools available to track identified priorities; and (iii) the system for sharing infor-
mation across teams is fit for purpose.  

When relevant and genuine MDH signals or occurrences are detected, teams will need to assess, based on 
their knowledge of the context and resources, and their dealings with relevant contacts and communities, 
whether there is a high risk of related humanitarian consequences and/or perception issues for the organ-
ization. This information will provide the necessary substance for developing contextualized and specific 
responses, depending on the mandate, resources and capacities of the humanitarian organization concerned. 

https://internews.org/sites/default/files/resources/Internews_Mapping_Information_Ecosystems_2015.pdf
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A space in which to connect and share experiences on the types of responses that generated useful outcomes 
for the people affected would be very useful for increasing knowledge within the humanitarian sector on how 
to start tackling MDH in crisis-affected places. 

… AND IN THE MEDIUM-TO-LONG TERM
From the ICRC’s perspective, there are two fundamental recommendations for the coming years: 

Raise awareness and provide support to incorporate consideration of MDH into protection and prevention analysis 

and activities. 
This can include developing guidance, training and tools for detection, assessment and response, as well 
as engaging with relevant stakeholders. It can take the form of e-learning, workshops, video conferences 
involving experts or the creation of a repository of relevant information about MDH to foster independent 
learning. Those resources will be richer if informed by operational experiences and tested practices. In add-
ition, efforts to incorporate consideration of MDH in analyses of the information environment are essential 
to support wider institutional efforts and improve the digital literacy of staff. 

Conduct more research and step up collaboration. 
Misinformation, disinformation and hate speech together form a set of complex phenomena involving both 
social and technical systems, with multiple actors pursuing varied goals, motivated by different incentives 
and interacting via multiple connections. To address MDH challenges, these systems need to be understood 
as a whole – not as a sum of individual parts – and the connections within and between them need to be rec-
ognized. The development of conceptual foundations to address MDH could include the following elements:

 • Case studies
  At the time of writing, there are only very few case studies26 available that illustrate how MDH dynamics 

unfold in relation to protection activities in favour of civilians in armed conflicts. More cases are needed 
to further explore different kinds of MDH phenomena, the dynamics associated with them, the range  
of related harm, and how they may concern the ICRC and other humanitarian organizations. Case studies 
can be a key source of evidence on whether and how the links between MDH, digital harm and protection 
of civilians warrant special attention, but also on what constitutes the most effective responses.  
Such research would also help document and emphasize how international law, and particularly IHL  
and human rights law, protect people against MDH – as well as help identify any legal and policy gaps.

 • Turning research into practice
  It is also important that humanitarian organizations – and the sector as a whole – explicitly address  

the issue of MDH in their policy and advocacy efforts based on research. A clearer commitment  
to identify, articulate and evaluate the potential risks and harms that digital information technologies 
and their uses can present to both the people affected and humanitarian organizations is necessary  
and would be helpful.27 This conceptual work must build on relevant evidence and studies, and provide  
a basis on which to explore and articulate the ways in which MDH can affect humanitarian 
organizations’ work and priorities. It would also help translate theory into practice and inform  
the design of appropriate responses and solutions. To that end, it will be important to explore how 
helpful IHL, other relevant bodies of law and key existing humanitarian policies and standards are  
in addressing MDH issues. 

Research and exploratory testing of responses should be considered in parallel, as one ought to feed into the 
other. The ICRC, together with other interested organizations, aims to contribute to expanding the research 
on MDH by offering its expertise in the humanitarian sector and IHL to inform the efforts of relevant experts 
across the different fields involved (communication, anthropology, engineering, etc.).  

26 See the bibliography and repository of articles referred to in Annex II.
27 Such commitment is required whether MDH are being considered from the perspective of conflict dynamics  

or the unintended consequences of the use of ICT in delivering assistance. 
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CONCLUSION
Ensuring that people in situations of armed conflict receive the assistance they need and protection to which 
they are entitled under IHL requires a deep, and constantly updated, understanding of conflict dynamics and 
the resulting humanitarian consequences for those affected. As described in this document, MDH should be 
considered as important areas of concern for the humanitarian sector, both from a protection and operational 
perspective. It is time for relevant actors across all sectors to bridge the current gap by incorporating con-
sideration of the issue into their strategies, policies and operations, while providing the necessary resources 
and support to enable their staff to consider these additional issues in their work. 

To that end, there needs to be more investment in furthering understanding of MDH in humanitarian set-
tings and of their humanitarian consequences. Developing this knowledge and bridging this gap will also help 
inform humanitarian diplomacy and advocacy efforts at the international, regional and local levels – but it 
requires work and adaptation. The preliminary analysis and recommendations contained in this document 
hopefully provide a basis on which to start and develop a discussion on the need to address misinformation, 
disinformation and hate speech in conflict environments. 
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ANNEX I: GLOSSARY 
Disinformation 
False information that is fabricated or disseminated with malicious intent.

Fake news 
A popular term that traditionally refers to deliberate disinformation or hoaxes spread on social media or other 
online outlets. However, the term “fake news” has been criticized for failing to capture the many ways in 
which information can be used as a vector of harm and for undermining professional journalism.

Farm 
In the context of MDH, a farm refers to the hiring of large groups of (often low-paid) workers to perform 
a certain action online. For example, a click farm asks workers to click on certain links, advertising or like 
functions. This could be required in order to boost pay-per-click revenue. Troll farms ask workers to post 
deliberately inflammatory or provocative content, in order to create conflict or disruption online.

Hashtag hijacking 
Hashtag hijacking is the process via which a hashtag is used in a different way than originally intended, 
usually by a third party looking to gain visibility or derail a conversation. For example, during the 2014 FIFA 
World Cup, the Islamic State group often tacked trending hashtags, such as #Brazil2014, #ENG, #France and 
#WC2014, onto propaganda tweets, in order to boost its reach.

Hate speech 
All forms of expression (text, images, audio) that spread, incite, promote or justify hatred and violence based 
on intolerance, usually against identity traits (gender, religion, ethnicity, sexual orientation, etc.). When 
these forms of expression are shared or amplified through digital means, this can be referred to as digital 

hate speech.

Humanitarian consequences 
In the context of this document, humanitarian consequences can refer to displacements; death; disappear-
ance; loss or destruction of property; loss of income; physical, mental/psychological and social harm or 
injury; stigmatization; family separation; or denial of access to services (education, health, shelter, food). 
Humanitarian consequences can also be the creation or exacerbation of existing needs for humanitarian 
assistance, namely shelter, food and other items, medical care, psychological and psychosocial support, eco-
nomic support, access to services, access to timely and locally relevant information, legal advice and support, 
or access to the internet.

Information operations 
The strategic and calculated use of information and information-sharing systems to influence, disrupt or 
divide society. Information operations can involve the collection of intelligence on specific targets, disinfor-
mation campaigns or the recruitment of online influencers

Mal-information 
True information but which is spread with the intent to cause harm (for example, to taint someone’s broader 
reputation).

MDH 
An umbrella term for any instance where information acquires the potential to put populations of concern 
(people affected by armed conflict, but also humanitarian staff and volunteers) at a new or increased risk 
of humanitarian consequences. This “potential” for harm is enabled and can be exacerbated by underlying 
social, cultural and historical dynamics; existing social or political tensions; people’s lack of digital literacy or 
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critical thinking when browsing for information online; lack of trusted, accurate sources to triangulate infor-
mation; or over-reliance on nefarious sources, e.g. deliberately provocative websites posing as “news” sites. 

Misinformation
False information that is spread by individuals who believe the information to be true or who have not taken 
the time to verify it. 

Online radicalization and recruitment 
The use of social media and other online forums or outlets as international publicity tools to spread extrem-
ist propaganda. This use encompasses the targeting, recruiting and radicalizing of potential supporters to 
extremist causes, and even the coordination of operations among geographically dispersed individuals.

Propaganda 
The use of information, often inaccurate or misleading, to promote a particular point of view or influence 
a target audience. Propaganda may contain some elements of truth, but often presents them in a biased 
manner. When propaganda is facilitated by the use of digital advertising, social media algorithms or other 
exploitative strategies, it is known as computational propaganda.

Rumours 
Unverified information that is rapidly passed on from one person to another. Rumours may start as instances 
of misinformation or disinformation. What distinguishes them is the fact that the source of the information, 
and therefore the information’s credibility, is not possible to verify.
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ANNEX II: OVERVIEW  
OF THE RESEARCH METHODOLOGY 
AND ACTIVITIES

28 See the 2019 Mercy Corps report, The Weaponization of Social Media: How social media can spark violence and what  
can be done about it, available at: https://www.mercycorps.org/research-resources/weaponization-social-media. 

29 Funding for the literature review was provided by the Center for Long Term Cybersecurity (CLTC) at UC Berkeley,  
with additional support from the Do No Digital Harm Initiative.

30 Sources were identified using a semi-systematic method based on combinations of search terms relating to:  
social media, disinformation, misinformation, computational propaganda, fake news, hate speech, dangerous speech, 
rumours, information warfare, information operations, hybrid warfare, polarization, radicalization, unrest, violence, 
elections, riots, social unrest and upheaval. Backward reasoning was also used to identify and prioritize key studies 
commonly cited by leading scholars and practitioners, and note was taken of news stories and reports coming out  
of areas where weaponization of information issues are known to be prevalent (namely, the Philippines, South Sudan, 
Nigeria, India, Sri Lanka, Syria, Ukraine and Russia – specifically its alleged role in the 2016 US elections, although  
the US itself was not an area of focus for this review).

31 This information was derived from the following disciplines, fields and domains: Information and Computer Science; 
Technology & Society Studies; Data and Network Science; Communications and Media Studies; Counterterrorism  
or CVE Studies; Cyber Security, Threat Intelligence and Information Security; Cognitive Science and Human 
Behavioural Science; Political Economy, Comparative Politics and Social Science; Conflict Studies  
and International Security.

The bibliography used for the field research in Sri Lanka and Ethiopia and for this document is part of a 2019 
report published by Mercy Corps and co-authored by Joseph Guay.28 The original report included a literature 
review29 of a variety of peer-reviewed studies, non-academic reports, independent evaluations, policy docu-
ments, case studies, news articles and other documentation relating to MDH phenomena.30 Overall, 93 pub-
lished resources were identified, along with more than 270 news articles, investigations, opinion pieces and 
other web-based content.31 A shortlist of 55 sources and 30 online resources was reviewed in depth for this 
present report. 

To ensure relevance, the research was carried out in places where MDH are known to be prevalent, and 
where ICRC teams have been troubled by their existence and are eager to better understand what MDH are 
and what the implications for ICRC staff could be. Following consultation, the research was carried out with 
the participation and support of ICRC delegations in Sri Lanka and Ethiopia between June and August 2019.

The two delegations were selected to provide contextual and geographical diversity. Sri Lanka and Ethiopia 
were both determined as viable contexts in which to conduct MDH research activities in terms of security, 
access within the country, existence of MDH and interest of the delegation. Indeed, both locations were wit-
nessing MDH-related phenomena and could link them to implications for civilian populations, specifically 
in terms of protection risks and vulnerabilities. They were also able to anticipate the existing or potential 
impact of this situation on their strategies, approaches and methods in implementing protection activities in 
favour of the civilian population. 

The research team used a variety of qualitative techniques on-site, including in-depth interviews, practice 
mapping, focus groups, workshops and discussions with ICRC staff working in Protection, Communication, 
Prevention, Safety & Security and Management. A review was conducted, at both organizational and delega-
tion levels, of key documents that set out the ICRC’s mandate; relevant organizational strategies; the ICRC’s 
approach to protection activities in favour of the civilian population; and the strategies and priorities of each 
ICRC delegation. 

https://www.mercycorps.org/research-resources/weaponization-social-media
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The ICRC helps people around the world affected by armed conflict and other violence, doing everything it 
can to protect their lives and dignity and to relieve their suffering, often with its Red Cross and Red Crescent 
partners. The organization also seeks to prevent hardship by promoting and strengthening humanitarian 
law and championing universal humanitarian principles. As the reference on international humanitarian 
law, it helps develop this body of law and works for its implementation.

People know they can rely on the ICRC to carry out a range of life-saving activities in conflict zones, 
including: supplying food, safe drinking water, sanitation and shelter; providing health care; and helping 
to reduce the danger of landmines and unexploded ordnance. It also reunites family members separated 
by conflict, and visits people who are detained to ensure they are treated properly. The organization works 
closely with communities to understand and meet their needs, using its experience and expertise to respond 
quickly and effectively, without taking sides.

https://www.facebook.com/ICRC/
https://twitter.com/icrc
https://www.instagram.com/icrc/
https://shop.icrc.org/
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