
DATA PROTECTION
KEY PRINCIPLES FOR PERSONNEL OF THE FAMILY LINKS NETWORK 

HOW IS DATA PROTECTION DEFINED BY THE RFL CODE OF CONDUCT?
As a set of principles to follow when collecting and processing  
the personal data necessary for RFL activities.

WHY IS IT IMPORTANT?
For transparency and to protect the persons we are trying to help. 

IN BRIEF
 • The Family Links Network must process personal data lawfully, fairly and only for 

humanitarian purposes.
 • The people we are assisting must be told how we plan to use the data they provide;  

they should also be permitted to place limits on the processing and sharing of that data.
 • ‘Processing’ means any operation performed upon personal data – such as collecting, 

recording, storing, altering, using, transmitting, or deleting personal data. 

WHAT ARE THE BASIC PRINCIPLES?

Transparency
The person providing the data must be told very clearly why you are  
collecting the information and how you plan to use it. 

Documentation of processing
Detailed records must be kept on where, when and how data are being 
processed.

Specified purpose
Data must be collected for a specified and explicitly stated purpose:  
for example, to restore family links.
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Data retention
Data must be used only for as long as is necessary for RFL purposes, after 
which they may be archived or deleted. 

Lawful processing
There must be a legal basis for processing data. Consent, as a legal basis,  
must be free and informed. If the person is vulnerable and cannot provide  
valid consent, alternative bases provided by law may be relied upon.

Data security
Data must be processed only through safe channels, and every feasible 
measure must be taken to guard against loss of data and to prevent 
unauthorized/unlawful access.

Data minimization and proportionality
Reviews should be conducted regularly to ensure that only data needed  
for RFL purposes are collected and processed.

Rights of data subjects
The rights of the people concerned must be protected at all times: that is,  
their right to access, rectify, delete data provided (subject to limitations),  
or to object to the processing and seek remedies.

For more information, refer to the RFL Code of Conduct on Data Protection ‘International Red Cross 
and Red Crescent Movement Family Links Network Code of Conduct on Data Protection’
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